














PCI-DSS case study

Jerry, running a business called Aquila Media, has had many conversations with his Merchant
account provider and his Security Assessors with regard to PCI-DSS.

‘The whole thing seems very complicated for individuals like me. It may be fine for large
organisations with large budgets and their own IT people, but the requirements for this seem to
be excessive for a small business.

Most of it is fairly straightforward but the main issue | have is with the requirement to perform
Internal Vulnerability scans four times a year. The QSA (Qualified Security Assessors) will perform
the external scan as part of their annual fee so that is easy enough. There are companies that will
do the Internal Vulnerability scans for you at £1,000 per day, but £4,000 a year is a heavy price to
pay for this.

| have completed the questionnaire and am therefore compliant however, | did find that the
Security Assessors' staff seemed to have different opinions as to how to satisfy the criteria
needed to answer the questions in order to become compliant. The whole system just seems
too complicated and not properly managed, especially for small businesses.

Recommendations

B The benefits of security initiatives such as MasterCard Secure Code and Verified by Visa
need to be more effectively communicated to the public and small business community,
to improve take up

B The Payment Card Initiative Data Security Standard (PCl DSS) needs to be more effectively
communicated to businesses and better tailored to their situation rather than the same
template applying to businesses of varying sizes

Tackling fraud and online crime

‘The industry should circulate details of scams as
they arise. A major task but this could be related to a
particular industry e.g. book selling, building industry,
medicines etc. What is happening in medicine frauds
may not be relevant to building materials and vice
versa’

‘It's amazing what the ISPs can do to counter music
piracy. It's high time they did far, far more’

‘ISPs must be made accountable for passing through

unmistakably fraudulent e-mail traffic to users'inboxes.

International agreements must be enforced to restrict
fraudulent card usage across all countries as laxity in
many places sustains the value of stolen and cloned
cards. Itis a global issue that needs globally supported
action. Would High Street banks knowingly close their
eyes to daily bank robberies? Why aren't they taking
effective action to stop online robbers?’

‘Having also spent the last two years working in the
PCl/ Internet security arena, it is clear to me that a
number of financial institutions in Europe are not
taking their roles in preventing fraud as seriously as
they should, and that the second generation IT security
tools that are evolving very rapidly at this point in time
are able to provide more effective security monitoring
at significantly reduced cost, the problem being that
large companies that are selling into the corporate
finance sector are not implementing the most effective
technologies based on the best practise as discussed in
the Jericho Forum www.opengroup.org/jericho’

Summary of recommendations

Summary of recommendations

B Businesses need a central, accessible and well-advertised reporting
centre for both fraud and online crime to enable them to report these
types of crimes in a straightforward way

B The National Fraud Reporting Centre and Police Central e-Crime Unit
(PCeU) must work hand in hand in order to set up an effective system of
gathering intelligence which feeds into investigation and prosecution

B Businesses that report fraud would appreciate feedback on how
the information is being used to tackle fraud and online crime with
information about successes

B Businesses are keen to have access to a local police contact on fraud
and e-crime to answer queries. There is clearly a need for the National
Fraud Strategic Authority and Police Central e-Crime Unit to work on
rolling out effective training to all police forces.

B All Regional Fraud Forums should devise effective strategies to engage
and communicate with small businesses and offer advice on fraud
prevention

Card-not-present fraud

B Banks should take greater responsibility for the chargeback and
businesses should be told up front that authorisation does not
guarantee payment, rather than this being hidden in the small print

B Information about how to protect the business from card-not-present
fraud should be more effectively communicated to small businesses

3D Secure/ PCI-DSS

B The benefits of security initiatives such as MasterCard SecureCode
and Verified by Visa need to be more effectively communicated to the
public and small business community, to improve take up

B The Payment Card Initiative Data Security Standard needs to be more
effectively communicated to businesses and better tailored to their
situation rather than the same template applying to businesses of
varying sizes



Useful links and advice for small businesses

www.getsafeonline.org

www.banksafeonline.org

www.cardwatch.org.uk

www.becardsmart.org.uk

www.identitytheft.org.uk

www.stop-idfraud.co.uk

www.bcrc-uk.org (Business Crime Reduction Centre)
www.fraudadvisorypanel.org

www.keepyour.co.uk/ (Nominet domain name advertising campaign)
www.met.police.uk

www.attorneygeneral.gov.uk/nfsa

The Police Central e-crime Unit (PCeU)

The Police Central e-crime Unit (PCelU), to be launched in spring 2009, is intended to provide
businesses and the public with a more effective means of reporting e-crime. The PCeU aims to
provide specialist officer training and co ordinate cross-force initiatives to crack down on on-line
offences.

The Unit will come into operation alongside a new National Fraud Reporting Centre (NFRC), and
National Fraud Intelligence Bureau (NFIB), which will come under the control of the City of London
Police. The model is that businesses will report fraud and e-crime to the NFRC, the data will be
analysed by the NFIB for strategies to be developed, then the law enforcement response will be
coordinated through the e-Crime Unit. The PCeU will collaborate with SOCA (Serious Organised
Crime Agency), and will have staff embedded at the NFRC.There will be a PCeU website, and an
effort to raise awareness of e-crime at the local police station level with an e-Crime contact in
every police force and regional hubs to share information.
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